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Message Text 

CONFIDENTIAL 

PAGE 01 MOSCOW 08911 211646Z 
ACTION SY-05 

INFO OCT-01 EUR- 1 2 ISO-OO OC-06 CCO-OO DODE-OO /024W 

029420 212109Z/70 

R 211550Z JUN 77 
FM AMEMBASSY MOSCOW 
TO SECSTATE WASHDC 8954 

CONFIDENTIAL MOSCOW 891 1 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: IMPROPER FORWARDING OF CLASSIFIED MATERIAL AND POSSIBLE 
COMPROMISE 

1 . ON JUNE 21. 1977 CORRESPONDENCE ADDRESSED QUOTE USDAO AMERICAN 
EMBASSY MOSCOW END QUOTE WAS RECEIVED BY USDAO. MOSCOW. RETURN 
ADDRESS REFLECTED AS DIA LIAISON DETACHMENT. ATTN: D1-15E (NORTHOLT), 

APO NEW YORK 09241. APO POSTMARK BEARS DATE STAMP OF 10 JUN 1977. 
CORRESPONDENCE WAS FORWARDED FROM U.S. VIA INTERNATIONAL POSTAL 
SERVICE AND BEARS SOVIET POSTMARK STAMP DATED JUNE 20, 1977. 
CORRESPONDENCE WAS PICKED UP BY USDAO PERSONNEL AT LOCAL MAIL 
DISTRIBUTION BOX. WHEN PLAIN OUTER WRAPPER BEARING REGISTRY #466 
WAS REMOVED, A SECOND ENVELOPE MARKED SECRET WAS DISCLOSED. 

2. PRESENTLY USDAO IS REQUESTING GUIDANCE FROM THEIR HEADQUARTERS 
REGARDING FURTHER DISPOSITION OF MATERIAL. RSO HAS INDICATED DESIRE 
TO RETURN MATERIAL TO EITHER DEPARTMENT OR DIA FOR ANALYSIS OF 
POSSIBLE SURREPTITIOUS ENTRY. 

3. IF USDAO ADVISES THAT ANALYSIS WILL BE DONE BY THEIR HEADQUARTERS, 

RSO WILL SO NOTIFY SY TELEGRAPHICALLY. IF USDAO DESIROUS OF 
ANALYSIS BY DEPARTMENT, THEN MATERIAL WILL BE SENT REGISTERED 
TO DEPARTMENT VIA NEXT OUTGOING CLASSIFIED POUCH (SUNDAY, JUNE 26). 

IN LATTER INSTANCE REGISTRY DATA WILL BE PROVIDED. 
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4. IN ORDER TO MAINTAIN INTEGRITY OF MATERIAL, NO EFFORT TO EXAMINE 
CONTENTS WAS MADE BY RSO. 
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